SECURITY SERVICES

Managed Firewall...
block malicious traffic

Managed Firewall guards Codero dedicated servers against unauthorized or malicious access to your network from
the outside. A firewall can automatically block unwanted incoming traffic to your server based on pre-configured
rules. It provides rapid response to emerging threats before they can damage a hosted server and data.

Acting as a protective barrier, Managed Firewall stop attacks before they impact business continuity.
Highly reliable with secure deployment of new applications, Firewall can prevent security breaches.

More information about Codero is available on our
website at www.codero.com. To view Managed Firewall,

see: http://www.codero.com/security/firewall-services/.
Intrusion Detection (IDS) is available with Cisco ASA

firewall, see: http://www.codero.com/security/intrusion-
detection-system/.

Prices and availability of products are subject to change at

any time without notice. Refer to www.codero.com for the
most current prices.
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Standard with Managed Firewall:

® 100% uptime guarantee

e 24/7/365 live U.S.-based support
¢ Customized configurations

® 100% powered green hosting

® Rewards Points program

e SAS 70 Type Il certified

¢ Knowledge Base detailed answers
¢ Live chat real-time support

¢ Customer portal for troubleshooting


http://www.codero.com/dedicated-server-hosting/
http://www.codero.com/uptime-guarantee/
http://www.codero.com/support/
http://www.codero.com/custom-network-configurations/
http://www.codero.com/company/green-hosting/
http://www.codero.com/company/codero-rewards/
http://www.codero.com/company/technology-portfolio/sas-70-certification/
http://www.codero.com/knowledge-base/
http://www.codero.com/chat/
https://www.serverportal.com/vclient/index.php
http://www.codero.com/managed-hosting/
http://www.codero.com/security/firewall-services/
http://www.codero.com/security/intrusion-detection-system/
http://www.codero.com/security/intrusion-detection-system/
http://www.codero.com/

Managed Firewall Pricing:

Cisco ASA 5500 Series Model/License

Cisco ASA 5505 Base
/Security Plus

Cisco ASA 5510 Base
/Security Plus

Cisco ASA 5520

Network Location

Small Business, Branch
Office, Enterprise Teleworker

Internet Edge

Internet Edge

Performance Summary

Maximum Firewall throughput 150 Mbps 300 Mbps 450 Mbps
Maximum Firewall Connections 10,000 / 25,000 50,000/ 130,000 280,000
Maximum Firewall Connections/Second 4000 9000 12,000
Packets Per Second (64 byte) 85,000 190,000 320,000
Maximum 3DES/AES VPN Throughput 100 Mbps 170 Mbps 225 Mbps
Maximum Site-to-Site and IPsec IKEv1 Client VPN User 10/ 25 250 750
Sessions

Maximum AnyConnect or Clientless VPN User Sessions 25 250 750
Bundled SSL VPN User Session 2 2 2

Technical Summary

Memory 512 MB 1GB 2GB
Minimum System Flash 128 MB 256 MB 256 MB
Maximum Virtual Interfaces (VLANSs) 3 (trunking disabled) /20 50/ 100 150

Expansion Capabilities

(trunking enabled)

SSC/SSM/ICs Expansion

1-SSC

1-SSM

1-SSM

SSC/SSM/ICs Supported

AIR, SSC

CSC SSM, AIP SSM, 4GE
SSM

CSC SSM, AIP SSM, 4GE
SSM

Intrusion Prevention

Yes (with AIP SSC)

Yes (with AIP SSM)

Yes (with AIP SSM)

Concurrent Threat Mitigation Throughput (Mbps) (Firewall
+ IPS Services)

75 (with AIP SSC-5)

150 (with AIP SSM-10)
300 (with AIP SSM-20)

225 (with AIP SSM-10)
375 (with AIP SSM-20)
450 (with AIP SSM-40)

Content Security (Anti-virus, Anti-Spyware, File Blocking) | Not available Yes (with CSC SSM) Yes (with CSC SSM)
Maximum Number of Users for Anti-virus, Anti-spyware, Not available 500 (CSC-SSM-10) 500 (CSC-SSM-10)

File Blocking (CSC SSM only) 1000 (CSC-SSM-20) 1000 (CSC-SSM-20)
Content Security Plus License features Not available Anti-spam, anti-phishing, Anti-spam, anti-phishing,

URL filtering

URL filtering

Cisco Adaptive Security Appliance Software Version 8.4 8.4 8.4
(latest)

Application-layer Firewall Services Yes Yes Yes
Layer 2 Transparent Firewalling Yes Yes Yes
VPN Clustering and Load Balancing Not available Not available / Yes Yes

Prices and availability of products on this data sheet are subject to change at any time without notice. Please refer
to the Codero website at www.codero.com for the most current prices.
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